MICROCHIP EVI98D91A
2-Lead pyVSFN mikroBUS™ Socket Board User Guide

Introduction

The EV98D91A 2-lead yVSFN mikroBUS™ compatible socket board is developed to be used with both serial
EEPROM memory devices and security devices that are parasitically powered and are available in the 2-lead

MVSFN package. The socket board can be used with any of the Microchip’s microcontroller boards that support

a Mikroelektronika mikroBUS interface. The board’s dimensions match the large-size add-on board as defined in

the mikroBUS specification. Through use of an adapter board, the socket board can also be used with Microchip
microcontroller development boards that support an Xplained Pro interface. Having a socket board allows a customer
to reuse the board with multiple 2-lead yVSFN sample devices for a given application or for multiple different
applications. The 2-lead yVSFN mikroBUS socket board offers a less expensive option to configure and test the
device and its features before mass production.

The board supports two different Single Wire Interfaces (SWI). These will be referred to as SWI and SWI-PWM.
Any given Microchip cryptographic device will support either one or the other interface but never both. A jumper is
provided on the board to select between these two interfaces.

Figure 1. 2-Lead yVSFN Socket Board
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Hardware Description

Hardware Description

The EV98D91A 2-lead uyVSFN mikroBUS compatible socket board has multiple configuration options to
accommodate a variety of products that are manufactured in a 2-lead yVSFN package. The circuitry for this board is
described in the following subsections.

Key Features
The most important features of the EV98D91A are highlighted in this section.

2-Lead pyVSFN Socket (U1)
Pin 1 Indicator

Interface Selection Jumper (J3)
SWI-PWM Pull-up Resistor
(R5)

SWI Pull-Up Resistor (R2)
mikroBUS™ Connector (J1, J2)

7. Zero-ohm Resistor Jumpers to
Select 3.3V or 5VPower (3.3V
Enabled by Default via R3)

8. On-Board LED Power Indicator

Figure 1-1. Key Feature Identification
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Note: To enable 5V power, remove R3 and solder a zero-ohm resistor into R4.
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Hardware Description

Schematic

Figure 1-2. 2-Lead yVSFN Top-Level Schematic

mikroBUS

NOTE: Only install R3 (3.3V) or R4 (5V) but not both. Default is 3.3V with R3
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1.2.1 mikroBUS Header

GND

Headers J1 and J2 create the standard mikroBUS extension board header interface. The EV98D91A board complies
with the large size of the mikroBUS extension. Pass-through headers are implemented on the board to allow for
additional boards to be stacked on top of the EV98D91A development board. Extension boards stacked on top are
limited to the mikroBUS small size extension boards.

© 2023 Microchip Technology Inc.
and its subsidiaries

User Guide

DS50003520A-page 4



1.2.2

EV98D91A

Hardware Description

Figure 1-3. Header Interface
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NOTE: Only install R3 (3.3V) or R4 (5V) but not both. Default is 3.3V with R3

Note: Only install R3 (3.3V) or R4 (5V) but not both. Default is 3.3V with R3.

J1 Signal Names/Pin Descriptions
* J1pin 7, 3.3V supply to board with R3 installed (default)
+ J1pin 8, GND
» All other signals not specified are unused

J2 Signal Names/Pin Descriptions
* J2pin 1, SIO_2 is the data signal for the SWI-PWM mode
* J2pin 2, INT (EPP#) is used to enable optional Parasitic Power boost mode (default, leave this floating)
» J2pin 3, 4, TX/RX are tied together and are used for the SWI mode of operation
* J2pin 7, 5V supply to board with R4 installed (uninstalled by default)
* J2pin 8, GND
» All other signals not specified are unused

2-Lead pVSFN Socket Interface
The basic circuitry needed to use a device in a 2-lead yVSFN socket includes:

» Socket U1 has pogo pins to connect the 2-lead yVSFN to the socket and the board.

» Jumper J3 connects the SIO signal to either RX/TX (SWI mode) or SIO_2 (SWI-PWM mode) header pins on
header J2. R2 and R5 are pull-up resistors connected to the respective signal lines for each mode of operation.
These resistors are required for correct operation. By default, the Jumper cap JP1 is connected to signal SIO_2.

Tip: For correct configuration based on part number, see Table 4-1.
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Hardware Description

Figure 1-4. 3-Lead Contact Socket
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Parasitic Power Boost Circuitry

The parasitic power boost circuitry is optional circuitry used to provide additional current to a device when executing
a command. It works for both the SWI and the SWI-PWM modes. This circuitry is only required when the current
demands of the command exceed the power capability of the I/O driving the SWI. By default, the Enable Parasitic
Power (EPP#) pin will default HIGH disabling this circuitry. This circuitry is not needed when sending a command or
receiving a response from the crypto device. It is only needed during the execution phase of a command.

Figure 1-5. Parasitic Power Boost Circuitry
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Proper Circuitry Usage

1. The EPP# signal must be initially asserted HIGH.
2. Issue a cryptography command.
3. Assert the EPP# signal LOW for the duration of the command.
4. Assert the EPP# signal HIGH.
5. Read back the command response.
© 2023 Microchip Technology Inc. User Guide DS50003520A-page 6
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Hardware Description

Restriction: The software required to implement this feature is left up to the developer. It is not built into
the current kit protocol firmware.

1.24 Power Indication
The supply power indicator is a red LED (PWR) that illuminates when the board has power. This will work for both

3.3V or 5V supply options and will light over the full range of power supply voltage for all devices.

Figure 1-6. Supply Indicator
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Hardware Documentation

Hardware Documentation

Additional documentation on the devices that are used with this board can be found on the Microchip website.

CryptoAuthentication Device Documentation
» ECC206 — Secure asymmetric key storage and crypto acceleration
» SHA106 — Secure symmetric key storage and crypto acceleration

Serial EEPROM Device Documentation
+ AT21CS01 — 1 Kbit (Ve = 1.7 to 3.6V)
o AT21CS11 — 1 Kbit (Vg = 2.7 to 4.5V)

EV98D91A Board Design Files
« EV98D91A Web Page
» Board Design Documentation
» Gerber Files

Host Boards and Adapters
+ DM320118 — CryptoAuthentication™ Trust Platform Development Kit(")
+  ATSAMD21-XPRO — SAM D21 Xplained PRO Evaluation Kit(")
+ ATMBUSADAPTER-XPRO — mikroBUS Xplained PRO
+ Curiosity Development Boards(®

Tip:
1. Recommended for use with CryptoAuthentication Devices and TPDS Tools.
2. Can be used with any of the devices, but specific software may need to be developed.
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Software Requirements

Software Requirements

For proper detection and recognition of all CryptoAuthentication security devices, installing the latest version of
Microchip’s CryptoAuthLib and the latest version of the Kit Protocol for the CryptoAuth Starter Kit and the Trust
Platform Kit is recommended. For memory devices, contact Microchip's Serial EEPROM Memory group for more
information.

C-code and Python versions of the CryptoAuthentication Library (CAL) are available. The minimum recommended
versions are shown in the Crypto Authentication Software section below, along with links to the software libraries.
Python version 3.8 or higher is required for proper operation.

The latest versions of firmware for the CryptoAuth SOIC Starter Kit and the Trust Platform Development Kit can
always be found on the respective kit pages along with installation instructions. The minimum recommended firmware
versions are shown in the Crypto Authentication Software section below, along with links to the latest firmware.

Crypto Authentication Software
* CryptoAuthLib — C: Minimum recommended version: 3.5.1
* CryptoAuthLib — Python: Minimum recommended version: 20230326
* Firmware for CryptoAuth Trust Platform: Minimum recommended version: 3.1.0
* Firmware for CryptoAuth SOIC Starter Kit: Minimum recommended version: 3.1.0

Serial EEPROM Memory Products Software
+ Interfacing PIC® MCUs with Single-Wire Serial EEPROMSs
» Contact Microchip for additional Software Support.
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Modes of Operation

Modes of Operation

The EV98D91A 2-lead yVSFN mikroBUS compatible socket board has multiple modes of operation. These are
configured via jumpers or 0Q resistors.

Power Selection

A user can choose between 3.3V or 5V power from the interface header by installing a 0Q resistor in either the

R3 or the R4 locations. When R3 is installed, the 3.3V power source is connected. When R4 is installed, the 5.0V
power source is connected. The board is shipped with a default 3.3V supply. If 5V are required, remove the R3 and
install the R4. Prior to enabling 5V operation, ensure that the host micro-controller board is capable of supporting 5V
operation.

Important: R3 and R4 must never be populated at the same time.

Modes of Operation

There are two possible modes of operation depending on the SWI selected. For both interfaces, only a parasitically-
powered device can be used on the board. The following table indicates how the EV98D91A development board
must be configured for each mode.

Table 4-1. Modes of Operation

swi) SIO-RX/TX n/a

SWI-PWM@) SIO-SIO_2 Security Devices
+ ECC206 — Asymmetric Cryptography
» SHA106 — Symmetric Cryptogrpahy

Memory Devices
+ AT21CS01 — 1 kBit (1.7 to 3.6 V¢¢)
+ AT21CS11—1kBit (2.7 to 4.5 Vc)®

Notes:
1. Currently, there are no CryptoAuthentication devices that are implemented that utilize the SWI in the 2-lead
MVSFN package.
2. Additional devices may be released at a future date.
3. Check with Microchip to determine the availability of this device in the 2-lead yVSFN package.

The SWI mode uses the RX/TX signal for communication purposes. Note that the RX/TX signals are shorted together
on the development board. A pull-up resistor is used to pull the signal High when the crypto device communicates to
the microcontroller. There is a 1-kQ pull-up resistor R2 connected to the TX/RX signals. Jumper J3 needs to short the
RX/TX signal and SIO pins.

The SWI-PWM mode uses the PWM signal for communication. The single-wire communication will be through SIO_2
using J2 pin 1. There is a 1-kQ pull-up resistor R5 on SIO_2. Jumper J3 needs to short the SIO_2 and SIO pins.

Parasitic Power

Parasitic power devices do not require a dedicated power source. An internal capacitor provides the decoupling and
charge storage that the device needs for proper operation. For correct operation, the SIO signal must always be
greater than the minimum supply operating voltage of the device. See the specific device data sheet for more details
and recommendations.
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Modes of Operation

Related Links
2. Hardware Documentation
1.2.3. Parasitic Power Boost Circuitry
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Connecting the Board

Connecting the Board

The form factor of the 2-lead yVSFN was chosen because Microchip has heavily adopted the use of the mikroBUS
connector on host boards. Many of Microchip’s development platforms will support one or more mikroBus interfaces.
These include:

* Microchip Explorer 16/32 Development Board

+  MPLAB® Xpress Evaluation Board

* Automotive Networking Development Board

+ PIC® Curiosity Boards

* PIC Curiosity Nano Boards

+ AVR® Curiosity Nano Boards

CryptoAuth Trust Platform Connections

The 2-lead yVSFN has a dedicated SWI-PWM connection through the mikroBUS header that enables it to connect to
the mikroBUS host header present on the Trust Platform or any of the PIC/AVR/SAM MCU host development boards

that have a mikroBUS header. The SWI-PWM connection is always connected to the host micro on the Trust Platform
board.

Connecting the 2-Lead pVSFN to the CryptoAuth Trust Platform
1. Configure the EV98D91A to the desired mode as specified in 4. Modes of Operation.

2. Set the switches on the CryptoAuth Trust Platform to disable the on-board devices. Note that the SW2_1
switch will have no effect on this mikroBUS board. This setting is highlighted in bold and italic below:

mm mikroBUS™ Header On-Board Devices

N/A ON Yes Yes
N/A OFF Yes No

3. Connect the two boards as shown in the following figure.
Figure 5-1. EV98D91A Connected to a CryptoAuth Trust Platform Development Board

© 2023 Microchip Technology Inc. User Guide DS50003520A-page 12
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Connecting the Board

Remember: The angled notch on the 2-lead yVSFN must be aligned with the angled line on the
l"_:__. : silk screen near the mikroBUS connector.

4. Connect a USB cable between the CryptoAuth Trust Platform on the host system where the software is
developed.

5. Invoke the software tools for the given application or the use case that is being developed.
Related Links
4. Modes of Operation
2. Hardware Documentation

5.2 Xplained Pro Connections

Some Microchip development boards support only the Xplained Pro extension headers. Through use of an adapter
board, the 2-lead yVSFN socket board can still be used. The figure below shows the full assembly of the 2-lead
MVSFN socket board, the ATMBUSADAPTER-XPRO and an ATSAMD21-XPRO Development board.

Figure 5-2. XPRO Connections to the 2-Lead pVSFN Board

How to Connect the 2-Lead yVSFN to an Xplained Pro Host Board
1. Configure the EV98D91A to the desired mode as specified in 4. Modes of Operation.
2. Connect the ATMBUSADAPTER to the 2-lead yVSFN as shown in Figure 5-2.

3. Connect the combined ATMBUSADAPTER and 2-lead pyVSFN to one of the XPRO extension connectors on
the host board. EXT1 is used in Figure 5-2.

4. Connect the USB cables to the TARGET USB Port and the DEBUG USB Port and the host system.
5. Invoke the appropriate software development tools for the application.

Important: The EV98D91A kit must be connected to EXT1 if the device supports the SWI-PWM protocol
or EXT2 or EXT3 for a product that supports the SWI protocol.

Related Links
2. Hardware Documentation
4. Modes of Operation
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Revision History

Revision A (March 2023)
« Initial release of this document

© 2023 Microchip Technology Inc.
and its subsidiaries

User Guide

DS50003520A-page 14



EV98D91A

Microchip Information

The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

« Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

»  Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip products:

* Microchip products meet the specifications contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is secure when used in the intended manner, within operating
specifications, and under normal conditions.

» Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code
protection features of Microchip product is strictly prohibited and may violate the Digital Millennium Copyright
Act.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly
evolving. Microchip is committed to continuously improving the code protection features of our products.

Legal Notice

This publication and the information herein may be used only with Microchip products, including to design, test,
and integrate Microchip products with your application. Use of this information in any other manner violates these
terms. Information regarding device applications is provided only for your convenience and may be superseded
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by updates. It is your responsibility to ensure that your application meets with your specifications. Contact your
local Microchip sales office for additional support or, obtain additional support at www.microchip.com/en-us/support/
design-help/client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE,
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer's risk, and the buyer agrees
to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights
unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AVR, AVR logo, AVR Freaks, BesTime, BitCloud,
CryptoMemory, CryptoRF, dsPIC, flexPWR, HELDO, IGLOO, JukeBlox, KeelLoq, Kleer, LANCheck, LinkMD,
maXStylus, maXTouch, MedialLB, megaAVR, Microsemi, Microsemi logo, MOST, MOST logo, MPLAB, OptoLyzer,
PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST,
SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are
registered trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, Flashtec, Hyper Speed
Control, HyperLight Load, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC Plus,
ProASIC Plus logo, Quiet- Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra, TimeProvider,
TrueTime, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, Augmented Switching,
BlueSky, BodyCom, Clockstudio, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion,
CryptoController, dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S,
EtherGREEN, GridTime, IdealBridge, In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, IntelliMOS,
Inter-Chip Connectivity, JitterBlocker, Knob-on-Display, KoD, maxCrypto, maxView, memBrain, Mindi, MiWi, MPASM,
MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM,
PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, RTAX, RTG4, SAM-
ICE, Serial Quad 1/0, simpleMAP, SimpliPHY, SmartBuffer, SmartHLS, SMART-I.S., storClad, SQI, SuperSwitcher,
SuperSwitcher |l, Switchtec, SynchroPHY, Total Endurance, Trusted Time, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany || GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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